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Hwéng dan nhanh Symantec Endpoint Protection

Hwong dén nay gitp ban tai xudng, cai dat va cau hinh Symantec Endpoint Protection, va dwoc thiét ké méc dinh cho lan
dau tién, quan ly dwéi 500 clients.

DPé nang céap, xem link sau:
Upgrading and Migrating to the Latest Release of Symantec Endpoint Protection (SEP)
Chuan bj trwée khi cai: Kiém tra cau hinh hé théng

Trwdc khi install Symantec Endpoint Protection Manager hodc Symantec Endpoint Protection clients, hay thwc hién céc
bwéc sau

1. Download SymDiag, chay kiém tra cai dat trwéc dé& ddm bao (cac) may tinh dap &ng cac yéu cau hé théng.
2. Xem lai ghi chu va yéu cau hé thdng for Symantec Endpoint Protection.

Bwéc 1: Download the Symantec Endpoint Protection installation file

Ban tai xudng phién ban moi nhat cac phan mém va cong cu Symantec, truy xuét khoa cap phép va kich hoat san pham
cla minh théng qua Broadcom Support Portal. Ban sé thay:

» Symantec Getting Started va cudn xuéng On-Premises Security Products.
+ Download badn mé&i nhét ctia Symantec software

Bwéc 2: Cai dat Symantec Endpoint Protection Manager

Néu ban khong thé tim thay hodc khéng thé tai xudng phdn mém Symantec ctia minh théng qua Céng hd tro' Broadcom
(Broadcom Support Portal), hdy lién hé véi bd phan Cham séc khach hang (Customer Care) dé& dwoc hd tro.

Tai folder ma ban d3 tai file cai d&t Symantec Endpoint Protection, nh&p doi file dé giai nén. Néu ban thay hop thoaiOpen

File - Security Warning, click Run.

1.  Thwc hién mét trong cac hanh dong sau, tuy thuéc vao phién ban cai dat cta ban:
— For versions 14.2 MP1a (14.2.1023.0100) or later, file gidi nén nam trong dwéng dan C:
\Users\username\AppData\Local\Temp\7zXXXXXXXXX, trong dé XXXXXXXXX dai dién cho mot chudi ky tw va sb
ngau nhién. Setup.exe tw dong khéi chay. D& menu cai dat mé cho dén khi qua trinh cai dat hoan tat. DPong menu sé
x6a tat c& cac tép trong thw muc tam thoi.
Dé lwu file cai dat, diéu hwdng dén thw muc tam thdi dwoc mo ta trwde dé va sao chép ndi dung cia né vao moét vj tri
ma ban chon. File cai dat nam trong Tools directory.
— For versions earlier than 14.2 MP1a (14.2.1023.0100), g6 hoac duyét dén mot vi tri dé giai nén, sau do bam
Extract. Khi qua trinh gidi nén két thic, hay tim va bam dup vao Setup.exe.

3. Click Install Symantec Endpoint Protection.

4. Tiép tuc cai dat bang cach chap nhan cac diéu khoan trong thda thuan cap phép, cung voi tat ca cac |oi nhac mac
dinh hién ra, sau d6 bam Install.

5. Trén Welcome to the Management Server Configuration Wizard panel, click Default configuration, sau dé click
Next.
Déi v&i cai dat tly chinh, chdng han nhw st dung co s& dir liéu SQL Server, click Custom configuration.

6. Dién vao cac trwdng bat budc dé tao tai khoan quan trj vién hé thdng va dia chi email ma Symantec Endpoint
Protection Manager sé gri thdng bao, sau d6 nhap vao Next.
Ban phai cau hinh may cht email dé nhan email théng béo va dat lai mat khau tir méy cha quan ly. Ban ciing c6 thé
nhap théng tin may chi email cu thé, sau d6 click Send Test Email (optional).

7. Chon céc tly chon sau, sau d6 b4m Next:



https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/upgrading-to-a-new-release-v14510472-d27e6.html
http://entced.symantec.com/entt?product=SEP&version=14&language=english&module=doc&error=LP
http://entced.symantec.com/sep/14/sysreqs
https://support.broadcom.com/
https://www.broadcom.com/support/symantec/getting-started
http://entced.symantec.com/sep/14/dl_sep
https://www.broadcom.com/support/software/contact
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— Ban c6 mubn chay LiveUpdate sau khi qué trinh cai dat két thuc hay khéng. Symantec khuyén ban nén chay
LiveUpdate trong khi cai dat. (14.3 MPx and earlier)

— Symantec c6 thu thap di liéu tlr cac may khach hay khong.
— Théng tin dbi tac, néu né ap dung cho tinh huéng cép phép cla ban. Dién PACISOFT.vn vao.
Buwdc nay c6 thé mat mot chit thdi gian dé hoan thanh.
8. Trén Configuration completed panel, click Finish dé chay Symantec Endpoint Protection Manager.
9. Trén giao dién dang nhap Symantec Endpoint Protection Manager, gd user name va password ban da lam & Buwéc
2, muc 6. User name cla ban mac dinh la admin.
Néu ban can co s& di liéu SQL Server cho méi trwdng ¢ 500 clients tré xuéng, hay xem:
Installing Symantec Endpoint Protection Manager with a custom configuration

Tuy chon quan ly cac may clients Symantec Endpoint Protectioptt‘.r Symantec Endpoint Security clpud console. Sau do,
ban dang ky Symantec Endpoint Protection Manager domain bat ky lic nao sau khi cai dat hoan tat. Xem:

Enrolling a domain in the cloud console from the Symantec Endpoint Protection Manager console

Bwéc 3: Kich hoat gidy phép ban quyén va thém group

Sau khi dang nhap vao Symantec Endpoint Protection Manager, bang chao mirng Getting Started voi nhiéu lién két dén
cac task phd bién. Vi du: ban cé thé kich hoat giay phép ctia minh hodc trién khai cac clients Symantec Endpoint
Protection.

Dé m& man hinh nay bat ky ltic nao, hdy nhap vao Help>Getting Started Page & goc trén cung bén phai cia Symantec
Endpoint Protection Manager. D€ xem video vé cac tac vu pho bién khac trong Symantec Endpoint Protection Manager,
hay nhap vao Take a feature tour.

Dé kich hoat gidy phép san pham cha ban

Trong Symantec Endpoint Protection Manager, trong ngén bén trai, nhp vao Admin > Licenses.

Duw¢i Tasks, click Activate license.

St dung sb sé-ri clia ban hoac tép gidy phép .SLF c6 trong email don dat hang cda ban, hay lam theo Ioi nhac décai
dat giay phép.

wnN e

Pé thém mét nhém (group) cho clients
Symantec khuy&n ban nén tao cac nhém riéng biét cho may tinh dé ban, may tinh xach tay va may cha.

1. Trong Symantec Endpoint Protection Manager, ngan bén trai pane, click Clients.

2. Duwéi Clients, click My Company.

3. Du¢i Tasks, click Add a group.

Trong hdp thoai Add Group for My Company , nhap tén nhém va md ta, sau d6 badm OK. Sau d6, ban c6 thé ciu hinh
thém cai dat nhém, chang han nhuw ké thtra cac policy (chinh séach).



http://ced.broadcom.com/sep/14/enroll_sepm_cloud_portal
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Clients

bty

Monitors

Clients:

Bwéc 4: Cai dat Symantec Endpoint Protection cho clients
Trwéce khi ban cai dat may khach bang cach st dung Symantec Endpoint Protection Manager, hay kiém tra cac muc sau:

« Dam bao rang cac may tinh cé thé dwoc truy cap théng qua mang LAN.
+ DPam bao rang ban cé théng tin d&ng nhap quan tri vién cho cac may tinh ma ban muén trién khai.

Déi v&i cai dat ng dung cho clients khéng dwoc quan ly, hay xem:
Installing an unmanaged Windows client

1. Trong Symantec Endpoint Protection Manager, ngan bén trai, click Clients.

2. Du¢i Clients, select the group you created previously.

3. Dudi Tasks, click Install a client.

4. Trong bang Welcome to the Client Deployment Wizard panel, click New Package Deployment, va click Next.
5.

di

_Trong danh sach tha xubng Welcome to the Client Deploy ment Wizard, hay chon hé diéu hanh phu hop véi hé
éu hanh ctia may clients.

6. 6. Chon cac tly chon sau tly thudc vao hé diéu hanh ban da chon & buéc trudce..
— Windows install package:
e Trong Install Feature Sets drop-down list, gilr setting mac dinh cho Full Protection for Clients.

» Trong Install Settings drop-down list, gitr setting mac dinh cho Default Standard client installation settings
for Windows.

Cac cai dat mac dinh nay yéu cau khai dong lai. Dé thay dbi cai dat khéi dong lai, treoc tién ban can thém goi
Install Settings package. Sau khi ban thém géi 'ng dung cho client, hdy nh&p vao Option dé chon géi tuy
chinh. Xem:
Creating custom client installation packages in Symantec Endpoint Protection Manager
+ Tuly chon d6 cé bao gdm virus definitions, bAm Content Options, sau d6 click Next.
— Gai cai dat cho Mac (Mac install package):
Gilr cai dat mac dinh cho Upgrade settings, va click Next.
— Goi cai dat cho Linux (Linux install package):
Click Next. Linux packages dwoc gi¢i han trong phuong phap trién khai Web Link and Email hodc Save
Package. Xem thém:
* Installing the Symantec Endpoint Protection for Linux client (14.3 MP1 and earlier)
* Installing the Symantec Agent for Linux 14.3 RU1
7. Click Remote Push, sau dé click Next.
8. Trén Browse Network tab, chon workgroup hodc domain va chon may tinh ban mudn day SEP client xudng. Sau
khi chon dwoc computers, nhap vao tiy chon >> dé thém ching vao ngan bén phai.
9. Sau khi ban thém cac may tinh mong muén, click Next.



https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/Managing-a-custom-installation/preparing-for-client-installation-v16742985-d21e7/installing-an-unmanaged-windows-client-v17370894-d21e1344.html
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/Managing-a-custom-installation/preparing-for-client-installation-v16742985-d21e7/creating-custom-windows-client-installation-packag-v121042422-d21e609.html
http://ced.broadcom.com/sep/14.3/install_linux
http://ced.broadcom.com/sep/14.3.1/install_linux_agent
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10. Click Send dé bat dau qua trinh.
Sau khi qua trinh cai dat day hoan tat, ban sé thay clra s Deployment Summary véi két qua hién thi.
1 . Click Next, va sau dé click Finish dé thoat khai winzard.
Ctra sd nay cho biét rAng cac tép cai dit da dwoc sao chép thanh cong.
12.Dé xac nhan rang &ng dung khach da dwoc cai dét thanh cong, hay kiém tra xem trng dung khach cé tdn tai trong
nhém ng dung khach ma ban da thém trong 6 Clients hay khdng. Xem thém
Checking whether the client is connected to the management server and is protected

Bwéc 5: Kiém tra xem céc definitions méi nhat da dweoc cai dit chwa

1. Trong Symantec Endpoint Protection Manager, & ngan bén trai, click Home.

2. Trong hop thoai Endpoint Status box, dwdi Windows Definitions, so sanh cac ngay cho Latest on Manager va
Latest from Symantec.

E Endpoint Status

Harme:
Endpoint Protection

Total Endpaoints * 1
I Upfo-date
Out-of-date

—-

Monitors

Cffline
Il Dizabled
Host Integrity Failed

=T = [ = B =

*Endpaints can be countad in mare than
one category

Computers needing a restart: 0 Wiew Detailz

Windows Definiti

Latest from Symantec: &19M16 r2
Latest on Manager: H1GME G

Clierits

Acmin

3. Néu ngay khéng khép, click Help > Getting Started Page, click Run LiveUpdate now, va click Download.Step 6:
Kiém tra cai dit sao Iwu co s& div liéu

1. Trong Symantec Endpoint Protection Manager, bén trai, click Admin > Servers.

2. Dudi Servers, click Local Site (My Site) > SQLEXPRESSSYMC. V¢&i ban 14.3 MPx va trwéc dé, click localhost.

3. Du¢i Tasks, click Edit Database Properties.

4. Trén Backup Settings tab, thuc hién b4t ky diéu chinh can thiét nao va sau d6 nh&p vao OK. Theo méc dinh, mét
ban sao lwu dwoc lwu mbi tuan mot lan.



https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/managing-the-client-server-connection-v26173180-d15e3300/checking-whether-the-client-is-connected-to-the-ma-v11908874-d19e1742.html
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W Symantec Endpoint Protection Manager

' symantec Endpoint Protection Manager Latest!

U Database Properties for renprod008949\SOLEXPRESSSYMC x

General Log Settings Backup Settings

Backup Settings

Servers

renprod008949)

= renprod003949

Backup server: renprod008949

Backup path: C:\Program Files (x88)\Symantec\Symantec Endpoint Protection Managenidata\backup

Back up logs ‘

¥ MNumber of backups to keep: 1

Schedule Settings ‘

v Schedule Backups

Backup freguency: Weekly
Start time: 03 : 00 . |
Clients - . Day of week: Monday

€ Rebuild Indexes Now ‘

Administrators

|
Domains oK Cancel Help |
|

Servers December 2, 2020 at 12:21:50 PM EST: Livelpdate successfully updated the content. Return code = 0. [Site: Site

Appendix: Additional resources and guides

* Product guides and manuals for Symantec Endpoint Protection

* Best practices for Symantec Endpoint Protection

¢ Communication ports that Symantec Endpoint Protection uses

« Error: "...services require user rights" or "...cannot read the user rights" during installation or configuration



https://entced.symantec.com/sep/14/product_guides
http://ced.broadcom.com/sep/12.1.6/bp_sep
http://ced.broadcom.com/sep/14/doc_ports
https://knowledge.broadcom.com/external/article?legacyId=TECH228988

Symantec " Endpoint Protection Quick Start

Copyright statement
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